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EDITORIAL

DATA PROTECTION LEADER4

Data protection on the 
battlefield may look different, 

but it is very much alive

Historically, wars have always been a test bed for 
new technologies. But we are in the 21st century, and 
that means that the conflict in Ukraine has become 
a test of data reliant tactics and practices. Reports 
that Ukraine was using facial recognition technology 
to help identify the bodies of Russian soldiers killed 
in combat and track down their families to inform 
them of their deaths, raised many eyebrows not 
just because of the dramatic use case at stake, but 
because the technology provider has previously 
been at the receiving end of much regulatory scrutiny 
and active enforcement. Further reports about 
the procurement by the military of location data 
surreptitiously obtained from mobile devices and 
apps point to more sinister data uses than behavioural 
advertising. The risks presented by these uses of data 
are exactly what a Data Protection Impact Assessment 
('DPIA') is designed to uncover, but how can such 
an assessment play a role in the middle of a war?

Modern warfare is a truly multidisciplinary activity. 
Disinformation and cyberattacks are an essential 
part of the process which are directly affected by 
key data protection principles like data accuracy and 
integrity. Cybersecurity, in particular, is a key defensive 
pillar well beyond the theatre of war. In the weeks 
preceding the invasion, phishing attacks relying on law 
enforcement-related themes became a major threat 
and there was a heightened sense of alert. Since then, 
the warnings about potential cyberattacks against all 
types of organisations in countries that support Ukraine 
have only increased. Frankly, the need to adopt 
cybersecurity best practices - from strengthening 
firewall protection and keeping software and backups 

updated to (re-)training employees and reviewing 
incident response plans and contractual arrangements 
- has never been more real. So, if there is an area of 
data protection law that is likely to be tested during 
a war, data security will be at the top of the list.

But as much as data needs to be accurate and kept 
secure, the war in Ukraine has also shown that data 
needs to flow. The ability of the Ukrainian Government, 
led by its President, to communicate and disseminate 
information globally about the reality of the conflict 
has become legendary. Without this ability, the 
situation today would be very different, not just in 
Ukraine but in the world at large. Similarly, the flow 
of information between ordinary Ukrainians and the 
rest of us has fundamentally shaped the course of 
the conflict. In fact, one of the greatest challenges 
that the world faces right now is the restrictions 
affecting the flow of information in Russia. The 
intrinsic relationship between the essential role of 
international data transfers and the much-needed 
protection of that data from unjustified interference 
is a valuable lesson that that will hopefully inform the 
ongoing debate on this topic for years to come.

Somewhat reassuringly, all of this indicates that the 
role of data protection does not stop when the shelling 
starts. If anything, it becomes more life-critical, but as 
anything affected by war, it needs to adapt to a sense-
defying reality. DPIAs may need to be more agile, data 
security more robust, and data flows more alert, but 
ultimately, wars change our mindset, not our dignity 
and our fundamental rights. Data protection on the 
battlefield may look different, but it is very much alive.

Editorial: In war as in peace, 
data protection matters

Whether it was the little girl singing in an underground bunker, or 
the farmer crying in desperation for his dead wife, or the destruction 
of Mariupol, or indeed the LinkedIn professional connection who is 
now looking for a place to live, we have all been moved by the war 
in Ukraine. Wars are brutal and numbing by nature but the senseless 
cruelty of the invasion of Ukraine is revealing how when survival is 
at stake, everything else is secondary. The triviality of our arduous 
debates over the necessity of a 'Reject all cookies' button, or the 
applicability of 'legitimate interests', or what turns a processor into a 
controller all comes to the fore when witnessing the atrocities of war. 
Against this backdrop of desolation, are privacy and data protection 
just niceties that only matter when we face less pressing challenges 
or do they have purpose that stands even on a battlefield?

By Eduardo Ustaran 
Partner
eduardo.ustaran@ 
hoganlovells.com
Hogan Lovells, London
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UK: Overview of UK IDTA - 
what you need to know
By William Long Partner
wlong@sidley.com
Sidley Austin LLP, London

As of 21 March 2022, UK-based data 
exporters can use the International Data 
Transfer Agreement ('IDTA') and the 
International Data Transfer Addendum 
to the European Commission's Standard 
Contractual Clauses ('UK Addendum') 
as a mechanism to transfer personal 
data internationally under Article 46 
of the UK General Data Protection 
Regulation ('UK GDPR'). The IDTA serves 
as an alternative to the EU Standard 
Contractual Clauses ('SCCs') for use 
by data exporters in the UK, while 
the UK Addendum can be utilised in 
tandem with the EU SCCs in order to 
continue transferring personal data. 
William Long, Partner at Sidley Austin 
LLP, considers some of the practical 
implications of the entry into force 
of the IDTA and UK Addendum.
      
What should companies consider when 
choosing between using the IDTA or 
UK Addendum and the EU SCCs? 
There are a number of factors 
for companies to consider when 
choosing between the new UK 
IDTA and the UK Addendum but 
much will depend on whether the 
company is exporting data from the 
EU and the UK or just from the UK. 

Where the company is exporting 
personal data from the EU and the UK it 
is likely that the more favoured approach 
will be to use the UK Addendum, as 
this will allow use of the EU SCCs for 
transfers from the EU and also the use 
of the EU SCCs with a UK Addendum 

added on top for transfers from the 
UK. This makes the drafting required 
much easier and will likely result in less 
discussion and negotiations with the 
data importer who will likely be used 
to the SCCs but not the UK IDTA. This 
approach will likely also assist with 
consistency in relation to the contractual 
provisions applying to international 
data transfers from the EU and the UK. 

For companies that only export data 
from the UK to third countries, or where 
the predominant transfers are from 
the UK, then there are some factors 
that may convince the company to 
use the IDTA. The IDTA allows for the 
incorporation of a 'linked agreement' 
into the IDTA, such as the services 
agreement, which can be useful so the 
data protection provisions sit within 
the broader commercial arrangement. 
This contrasts with the SCCs which 
just incorporate the Article 28 of the 
General Data Protection Regulation 
(Regulation (EU) 2016/679) ('GDPR') 
data processing provisions. 

The IDTA also allows for more flexible 
commercial provisions, such as 
arbitration clauses, and allows for 
supplementary measures, required, 
following the Court of Justice of the 
European Union's judgment in Data 
Protection Commissioner v. Facebook 
Ireland Limited, Maximillian Schrems 
(C-311/18) ('the Schrems II Case'), by a 
Schrems II transfer impact assessment 
('TIA'), to be listed in the IDTA. The 
IDTA, not being based on the modular 
approach in the SCCs (i.e. Module 1 
for Controller to Controller transfers 
and Module 2 Controller to Processor 

transfers etc.), is also arguably more 
flexible in that it can be used in cases 
where there is no SCC module, such as 
if a processor transfers to an importer 
which is neither its instructing controller 
or its sub-processor. However, despite 
certain flexibilities in the UK IDTA it is 
likely that companies with data transfers 
from the EU and the UK, or even just 
from the UK, will use the EU SCCs (with 
a UK Addendum), as these are now 
commonly used and understood. 
 
What do companies based in the U.S. 
need to consider and is there likely 
to be more of a transition period?
There are UK transitional periods for 
the use of the IDTA and UK Addendum, 
which came into force on 21 March 
2022. For existing data transfer 
arrangements from the UK concluded 
before 21 September 2022, then the 
old SCCs can continue to be used 
until 21 March 2024, without having 
to move to the IDTA or UK Addendum 
(assuming the underlying processing 
operations do not change before then). 
New data transfer arrangements from 
the UK concluded after 21 September 
2022 will need to use the IDTA or the 
UK Addendum. Therefore, a U.S. based 
company that has already entered into 
the new EU SCCs can, in relation to 
the existing UK transfer arrangements, 
voluntarily decide to enter into the 
IDTA or the UK Addendum between 
now and 21 March 2024. 

It should also be noted that the 
transition period for the new EU SCCs 
is different as companies need to 
migrate existing contracts entered into 
before 27 September 2021 to the new 

EU SCCs by 27 December 2022. So in 
practice, many companies with existing 
transfers from the EU and the UK will 
look to move to the new EU SCCs and 
UK Addendum by the end of 2022.
 
What should organisations do now 
and what operational challenges 
are associated with the changes?
Organisations need to engage in a data 
transfer project if they have not already 
started one. The project should involve: 

• data mapping to identify international 
data transfers from the EU and UK; 

• identify what is an appropriate data 
transfer mechanism e.g. determine 
if the country receiving the data 
is an adequate country or not, 
such as Japan, and if not whether 
SCCs, Binding Corporate Rules, 
or some other GDPR derogation 
is appropriate, such as where 
the transfer is necessary for 
performance of the contract; 

• carry out a Schrems II data transfer 
risk assessment ('TRA') based on 
the guidance from the European 
Data Protection Board ('EDPB') 
and, once published by the UK 
Information Commissioner's 
Office, the UK form of UK TRA; 

• determine whether to implement 
EU SCCs for EU data transfers with 
a UK Addendum for data transfers 
from the UK or the UK IDTA; 

• review intra-group data transfer 
agreements and other data transfer 
agreements with third parties, such 
as vendors and other controllers, to 
determine the required amendments 
to update for EU SCCs and the IDTA; 

• consider data privacy laws in 
countries outside the EU/UK, 
such as in Argentina, China, 
Brazil, India, and the U.S. that 
may impact on international 
data transfer agreements, to 
determine if updates will also be 
required for such countries; and 

• develop a strategy to roll out 

the contract updates, including 
communications to customers 
and vendors and training of 
relevant staff that will need to 
operationalise the updates.

What does this development 
mean for alternative data transfer 
mechanisms under the UK GDPR? 
The UK Government made it clear in 
its consultation paper, 'Data: A new 
direction', published in September 2021, 
that it is looking to make adjustments to 
the UK data protection regime to support 
the UK's pro-growth and pro-innovation 
goals while also maintaining data 
protection standards. One area the UK 
Government is looking at is the creation 
of an autonomous UK framework 
for international data transfers. 

One way of doing this is by the UK 
making its own adequacy assessments 
and the UK Government has published 
a list of priority countries including 
Australia, the Dubai International 
Finance Centre, the Republic of 
Korea, Singapore, and the U.S. These 
adequacy decisions could clearly 
have a very significant impact on 
companies' international data transfers. 
In addition, the UK Government 
is looking to develop a suite of 
alternative transfer mechanisms for UK 
organisations that provide additional 
flexibility. This includes possibly 
empowering organisations to create 
or identify their own alternative data 
transfer mechanisms, in addition 
to those listed in Article 46 of the 
UK GDPR, such as use of bespoke 
data transfer agreements. This is an 
approach similar to that under the 
New Zealand data protection regime. 

The UK Government is also looking 
at broadening the availability and 
acceptance of certification schemes, 
such as transfer mechanisms based 
on certifications that follow privacy 
management programmes. The 

UK Government is also looking at 
increasing the ability to be able to 
rely on derogations, such as making 
it explicit that repetitive use of 
derogations under the GDPR for data 
transfers, such as performance of a 
contract, is permitted. Despite these 
UK goals to liberalise data transfers 
under the GDPR, the UK will need 
to strike a balance as the EU will be 
watching carefully what changes are 
made to determine whether these 
undermine the UK adequacy decision 
made by the EU in June 2021 and 
which can be reviewed at any time.  
 
Additional thoughts
The next few months will be a key 
time for international companies to 
consider their international data transfer 
arrangements. With the transitional 
periods now running, and with the 
new EU SCCs and the UK IDTA now in 
force, companies will need to rapidly 
start to implement actions under their 
data transfer projects. These projects 
will require involvement of a number 
of stakeholders in the business from 
legal, compliance, information security, 
and procurement, and will involve not 
only a design stage in determining 
the contract updates required but 
also an implementation stage where 
decisions will need to be taken as to 
how to prioritise contract updates, how 
to deal with contract negotiations, the 
form of technical and organisational 
measures to be included in the 
contracts, how to respond to Schrems 
II data transfer assessments, and 
how to train and prepare staff who 
are implementing these changes. 

At the same time a careful eye will 
need to be given to continuing 
developments in international data 
transfers, with increasing cases on 
Schrems II, and with possible new data 
transfer solutions, such as a new EU-US 
Privacy Shield 2.0, and new adequacy 
decisions, particularly from the UK. 
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By Odia Kagan Partner and Chair of 
GDPR Compliance & International Privacy
okagan@foxrothschild.com
Fox Rothschild LLP, Philadelphia

Utah has crossed the finish line 
in becoming number four on the 
#Patchwork2022 #GameOfLaws 
contest. Enter: Senate Bill 227 for 
a Consumer Privacy Act1 ('UCPA'), 
coming to a compliance department 
near you in December 2023.
On 24 March 2022, the Utah Governor 
signed into law the UCPA. The 

(surprising) fourth US state after 
California, Virginia, and Colorado to 
have a comprehensive data protection 
law, the UCPA borrows heavily both 
from the California Consumer Privacy 
Act of 2018 ('CCPA') and Virginia's 
Consumer Data Protection Act 
('CDPA') but has more carve outs. Odia 
Kagan, Partner and Chair of GDPR 
Compliance & International Privacy 
at Fox Rothschild LLP, considers 
the key things to think about and 
to do for companies who have not 
undergone a formal data protection 
compliance or which have undergone 
a CCPA or GDPR compliance plan.

The basics
Does UCPA apply to me?
Yes, if you:
• either (i) conduct business in 

the State of Utah, or (ii) produce 
products or services that are 
targeted to residents of Utah; and

• have annual revenue of at 
least $25,000,000; and

• either (i) during a calendar year 
control or process personal data of 
at least 100,000 consumers, or (ii) 
control or process personal data of at 
least 25,000 consumers and derive 
over 50 percent of gross revenue 
from the sale of personal; and

• do not fall into one of the exceptions 
in the law, which generally include 
certain companies under contract 
with a governmental entity, 
financial institutions under the 
Gramm-Leach-Bliley Act of 1999 
('GLBA'), covered entities and 
business associates under the 
Health Insurance Portability and 
Accountability Act of 1996 ('HIPAA'), 
information which is de-identified 
pursuant to HIPAA, information 
under the Fair Credit Reporting Act 
of 1970 ('FCRA'), information under 
the Driver's Privacy Protection 
Act of 1994, information under 
the Family Educational Rights and 
Privacy Act of 1974 ('FERPA'), certain 
information in the employment 

Utah: UCPA - What to do 
if you are unregulated, 
a CCPA 'business', or a 
GDPR data controller?

context, and entities subject to 
the Children's Online Privacy 
Protection Act of 1998 ('COPPA').  

What if I don't comply?
The UCPA does not have a private 
right of action but is enforceable by the 
Attorney General ('AG') with a 30-day 
cure period after notice of violation. 
Violations are subject to penalties of 
up to $7,500 per violation. All penalties 
are paid into the Consumer Privacy 
Account to be used to support the 
work of the AG to enforce the law.

Things to do for the UCPA 
for 'unregulated entities'
If the UCPA is the first 
comprehensive privacy law that 
applies to your business – what 
should you start doing now:

Establish a process to address 
consumer requests
• Map your information and know 

where it is held and by whom. 
This should include information 
held by your processors as 
well as third parties.

• Assess whether you engage 
in targeted advertising.

• Establish methods for submitting 
consumer requests. (This should 
be reliable and secure and should 
include a process for opting out of 
targeted advertising and a process 
for opting into the processing of 
the information of a 'known child').

• Establish a process for 
authenticating/verifying the 
identity of the requester.

• Establish a process for ensuring 

that the requests are handled 
and responded to on time.

• Establish a process to ensure 
that you are not discriminating/
retaliating against a consumer for 
having exercised their rights.

What does the UCPA say
• Similar to the CCPA, the CDPA, and 

the Colorado Privacy Act ('CPA'), the 
UCPA grants individuals rights in 
the personal information collected 
about them. This includes the right 
to know what information it is, get a 
copy of it in a portable format, and 
have this information deleted.

• Unlike the CCPA (but in line with 
the proposed amendments to 
the CDPA), the right to delete 
personal data that the consumer 
provided to the controller, but not 
all personal data the controller has 
obtained about the consumer.

• The UCPA also includes the right 
to opt out of a sale of personal 
information, as well as the right to 
opt-out of targeted advertising.

• The UCPA defines 'sale' more 
narrowly as 'the exchange of personal 
data for monetary consideration' 
and includes exceptions such as 
the disclosure to an affiliate of the 
controller or disclosure of information 
that the consumer (i) intentionally 
made available to the general public 
via a channel of mass media and (ii) 
did not restrict to a specific audience.

• The UCPA has carved out for 
responding to requests when 
this would be unreasonably 
burdensome or if the controller 
does not associate the personal 

data with other personal data about 
the consumer and does not sell or 
disclose the data to third parties.

• Unlike the CCPA, the UCPA does 
not specify the types of methods to 
be used for submitting consumer 
claims but rather says 'means 
prescribed by the controller'.

Establish and maintain reasonable 
administrative, technical, and 
physical data security policies
You need to implement reasonable 
administrative, technical, and physical 
data security practice. This means:
• implement information security 

measures which are in line 
with industry standards for 
the type information that you 
process (if such exists);

• depending on the size, scope, 
and complexity of your data, you 
may want to align your practices 
with a data security framework 
such as the National Institute 
of Standards and Technology's 
('NIST') Framework for Improving 
Critical Infrastructure Cybersecurity, 
ISO 27001, and the Center for 
Internet Security ('CIS') Critical 
Security Controls, among others;

• ensure you follow the recent 
enforcement actions and caselaw 
regarding information security as well 
as recent Federal Trade Commission 
enforcement actions; and

• document your security measures 
and assess them regularly.  

Adopt, improve, and expand 
privacy notices
• Develop and implement a reasonably 
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accessible, clear, and meaningful 
privacy notice which addresses all of 
your relevant processing of personal 
information (online and offline).

• The privacy notice should include:
 ◦ the categories of 
information processed;

 ◦ the purpose;
 ◦ how to exercise consumer rights;
 ◦ categories of personal data 
shared with third parties;

 ◦ any sale of personal data; and
 ◦ any processing for 
targeted advertising.

Implement a data processing 
agreement, with each processor that 
handles personal information for you
The agreement should include:
• clear instructions for processing data;
• the nature and purpose 

of processing;
• the type of data subject 

to processing;
• the duration of the processing;
• the rights and obligations 

of both parties;
• obligations regarding de-

identified data (see below);
• obligations on processor's personnel 

and sub-processors to be bound 
by a duty of confidentiality; and

• obligations on the process to 
contractually bind its sub-processor 
by the same obligations.

Though not required by the law 
it is a good idea to still include in 
your agreements the below and 
additional provisions required 
under the CPRA/CDPA/GDPR: 
• obligation on the processor 

to return or delete the data 
at the controller's choice;

• obligation on the processor 
to make available to the 
controller all information in 
its possession necessary to 
demonstrate compliance with 
the CDPA obligations; and

• obligation on the processor to allow, 
and contribute to, reasonable audits 
and inspections by the controller 
or the controller's designated 
auditor, or to arrange for a periodic 
third-party audit itself and present 
the results to the controller.

Identify your 'sensitive data' 
Ensure that you:
• provide a notice and 

option to opt out; or
• if this is data of a 'known child' – 

process it in accordance with COPPA 
(ie opt in consent of the parent).

Adopt a process for de-identified 
data or pseudonymous data
• Take reasonable measures to 

ensure that the data cannot be 

associated with a natural person;
• publicly commit to maintaining and 

using de-identified data without 
attempting to re-identify the data;

• contractually obligate any 
recipients of the de-identified 
data to comply these provisions;

• adopt policies and procedures 
to ensure the above are 
implemented; and

• have processes to make sure that 
your pseudonymous data is not 
attributed to an identified individual 
or an identifiable individual.

If you are a data processor: 
Adopt a process to facilitate 
the controller's obligations
• Adopt a process to assist the 

controller with responding to 
consumer rights. Is information 
readily available to provide 
to the controller in a format 
that is easy to handle?

• Adopt information security measures.
• Develop and maintain the 

documentation and/or certification 
necessary to provide the controller 
the necessary information 
to enable the controller to 
conduct and document data 
protection assessments.

Things to do for the UCPA 
for companies who have 
undergone CCPA compliance
• Ensure that your CCPA rights and 

processes apply to Utah residents;
• establish a process for opting 

out of targeted advertising;
• implement clear and conspicuous 

disclosure of sale for targeted 
advertising and the manner 
for exercising an opt out;

• review your service provider 
agreements to make sure 
they include all the provisions 
required (see above); and

• if you are a data processor, 
adopt a process to facilitate the 
controller's obligations regarding 
consumer rights (see above).

Things to do for the UCPA 
for companies who have 
undergone GDPR compliance
• Make sure you are on top of 

your GDPR obligations and that 
they apply to Utah residents;

• amend your privacy notice 
for specific requirements;

• amend your Article 28 data 
processing agreement to account 
for specific requirements (for 
example de-identified information);

• assess and adapt your Article 
32 protections (for example do 
they include state and federal 
data breach reporting?);

• address the concept and opt 

out process for 'sale';
• tweak your data subject access 

request process - consider how you 
will address targeted advertising 
and those parts of 'sensitive 
information' that are not subsumed 
in Article 9 special category data 
(for example children's information 
and precise geolocation);

• implement verified parental consent 
processes for 'known children' in 
accordance with COPPA - this is 
(i) likely aged 13 and (ii) specific 
approved methods which are 
not required in the EU; and

• adopt a process for de-identified 
information (public undertaking 
not to re-identify, processes and 
contractual obligations downstream).

1. See: https://le.utah.gov/~2022/
bills/static/SB0227.html
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Japan: Country profile

By (Mr) Ryuichi Nozaki Partner1
ryuichi.nozakai@aplaw.jp  
Atsumi & Sakai LPC, Tokyo 

By Daniel C. Hounslow Consultant2
daniel.hounslow@aplaw.jp 
Atsumi & Sakai LPC, Tokyo

1. Attorney (Bengoshi), Japan
2. Mr. Hounslow is not registered in Japan as 
gaikokuho-jimu-bengoshi and neither practices 
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On 5 June 2020 the National Diet of 
Japan ('the Parliament') passed a Bill 
to revise Japan's Act on the Protection 
of Personal Information (Act No. 57 
of 2003 as amended in 2015) ('APPI'); 
Amended Act on the Protection of 
Personal Information (Act No. 57 of 
2003 as amended in 2020) ('Amended 
APPI') entered into force on 1 April 2022. 

This Article provides a high-level 
overview of the Amended APPI .

Extraterritorial application 
Certain obligations under the APPI 
apply extraterritorially when a personal 
information handler ('PIH') in a foreign 
country obtains and handles the 
personal information of a data subject 
in Japan in relation to the provision of 
goods or services to the data subject 
in Japan. Under, the APPI the goods or 
services had to be provided to the data 
subject; however since 1 April 2022, 
the criteria has been expanded and the 
Amended APPI applies extraterritorially 
to such PIHs in relation to the provision 
of goods or services to any customer 
in Japan, whether or not a data subject 
and includes a corporate body. This 
is a significant expansion of the 
extraterritorial application of the APPI 
as any offshore provider of goods or 
services to customers in Japan is now 
subject to the Amended APPI when 
they collect personal information of 
data subjects in Japan in connection 
with such provision of goods or 
services. An offshore sub-processor 

engaged by a PIH in Japan will also be 
subject to the APPI under the new rule. 

Public announcement 
A PIH is now required to make the 
following additional items readily 
accessible to each data subject e.g. in 
a privacy policy or on a website, though 
the below can instead be made available 
to the data subjects upon their request:

• whether the purpose of utilisation 
of the personal information it 
handles includes profiling;

• address of the PIH;
• name of representative 

person of the PIH; and
• security measures taken by the 

PIH to protect personal information 
retained (including that a person has 
been appointed to be responsible for 
controlling how personal information 
is handled and that the scope of 
personal information to be handled 
by staff has been clarified).

Pseudonymously processed 
information 
Pseudonymously processed information 
is information that has been processed 
from personal information in a 
manner that the data subject can no 
longer be identified solely from the 
data. This is a new concept from the 
Amended APPI. As pseudonymously 
processed Information is in many 
cases still personal information (as 
it would still enable identification of 
the data subject if other information 

was also referenced to or combined 
with it), a pseudonymously processed 
information handler is generally 
subject to the same obligations as 
a PIH regarding management and 
security of personal information, and 
transfers of personal information 
to third parties in connection 
with pseudonymously processed 
information. However, its obligations 
are relaxed as such handlers are:

• allowed to change its purposes 
of utilisation beyond the 
scope reasonably related 
to the original purposes of 
utilisation even after creation or 
acquisition of pseudonymously 
processed information;

• not subject to the general obligations 
to notify the Personal Information 
Protection Commission ('PPC') and the 
data subjects of a data breach; and

• not subject to a data subject's 
right to access, correction, 
or request to cease use.

When a PIH processes personal 
information into pseudonymously 
processed information, the 
processing must be in a manner 
such that the following information 
is deleted or irrecoverably 
replaced with other information: 

• person-identifiable description; 
• personal identifier codes; and 
• data that would cause a financial 

risk in the case of unauthorised 
use, such as credit card numbers 
and internet banking IDs. 

A pseudonymously processed 
information handler must:

• not disclose its methods for 
pseudonymisation of the subject's 
personal information, the data 
removed in the pseudonymisation 
process, or any process used to 
verify the pseudonymisation;

• take security measures to prevent 
leakage of pseudonymously 
processed information and any 
item referred to in point one;

• supervise and control a 
person contracted to process 
such information; and 

• not refer to other information 
to re-identify the data subject 
relevant to pseudonymously 
processed information.

Data breach notification
Action following a data loss
Prior to 1 April 2022, in the case of a 
data breach, a PIH was required to 
'make efforts' to 'promptly' notify the 
PPC of a data loss and 'promptly' notify 
the affected data subjects; under the 
Amended APPI unless the leaked data 
is encrypted at a high level a data loss 
must be reported to the PPC and the 
potentially affected data subjects if:

• the affected or possibly affected 
data contains sensitive information 
or data that would cause a financial 
risk in the case of unauthorised use;

• the loss is as a result of intentional 
theft or possible theft by a 
third party (as opposed to just 
an accidental loss); or

• the number of affected or possibly 
affected data subjects exceeds 1,000.

Where a PIH has entrusted personal 
data to a personal information 
processor and the personal information 

processor is subject to a data loss both 
the PIH and the personal information 
processor are liable to report the 
loss, but the personal information 
processor can satisfy its obligations 
by notifying the PIH in the same 
form as a notification to the PPC.

Given the stricter data leakage 
reporting regime PIHs should take 
all reasonable steps to maintain up-
to-date contact details for their data 
subjects and/or periodically review their 
procedures for notifying data losses 
through public notices and other means.

Reporting to the PPC
As noted above, the earlier obligations to 
'make efforts' to 'promptly' notify the PPC 
of a data loss have been replaced by a 
more formal procedure. A first notification 
to the PPC must now be made 'sumiyaka-
ni' (promptly) upon becoming aware of 
the incident, which the PPC has advised 
as being 3 – 5 days (including holidays 
and weekends) depending on the facts, 
with an updated notification (including 
items such as the scope of the breach, 
the cause of the breach (e.g. a security 
vulnerability), the status of notifications 
to affected individuals and measures 
against recurrence) being made within 
30 days (or, in the case of intentional 
theft or possible theft, 60 days) from the 
time of becoming aware of the incident. 
A PIH is deemed to become aware of 
a data loss when any person at the 
PIH other than a person responsible 
for the loss becomes aware of it. 

Notifying affected data subjects
If a PIH is required to notify affected 
and potentially affected data subjects 
'sumiyaka-ni' (promptly) upon becoming 
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aware of the incident; there is no 
guidance on what constitutes 'promptly'.

Data  transfers and outsourcing 
Transfer of pseudonymously 
processed information
Where pseudonymously processed 
information is still personal information, 
the requirements and exceptions 
applicable to the transfer of personal 
information also apply to the transfer of 
pseudonymously processed information.

Transfer of person-related information
Person-related information is a new 
term defined in the Amended APPI as 
information related to a particular living 
individual (i.e., data subject) but is not 
personal information, pseudonymously 
processed information, or anonymously 
processed information. It is related 
to a particular individual; therefore 
statistic data which is no longer 
related to a particular individual is 
not person-related information; it 
is neither personal information nor 
pseudonymously processed information 
as the data handler does not have 
other information to collate and thus 
cannot identify the data subject; it is not 
anonymously processed information 
because it is still person-identifiable 
if transferred to a transferee who has 
other information to collate to determine 
the identity of the relevant individual.

If a transferor wants to transfer 
information which is person-related 
information for the transferor (i.e., the 
transferor cannot identify the data subject 
as it has no other information to collate to 
identify the data subject) to a transferee 
for whom the information is personal 
information (i.e., the transferee has other 
information and can identify the relevant 
data subject by reference to it), consent 
of the data subject for the transfer (where 
the consent must be based on the 
data subject's understanding that the 
information will be person-identifiable at 
the transferee) is generally required; the 
consent should in principle obtained from 
the data subject by the transferee but 
the transferor must have been provided 
with a written confirmation of the consent 
prior to the transfer being made. 

Transfers permitted by law (e.g., a transfer 
required or authorised by Japanese 
laws or regulations) are exempted 
from the consent requirement. A 
transfer of person-related information 
is also generally not regulated if:

• at the time of the transfer, the 
transferee is not anticipated to be 
able to identify the data dubject, even 
if the transferee later became able 
to identify the data subject; and/or 

• the transferee submits to the 

transferor a letter pledging that the 
transferee will not use the transferred 
data as Personal Information.

In addition to the transfer due 
diligence and records under the 
APPI, the transferor of person-related 
information of must keep a record of:

• confirmation that the required 
consent has been obtained; 

• transfer date; 
• transferee’s name;
• transferred data items; and 
• the record must as a rule be 

kept for three years.

Transfers and cookies
Cookies and website browsing/web 
form entry history data associated with 
the cookies and similar technologies 
('Cookies') are not personal information 
unless the relevant data subject can 
be identified by easy reference to or 
in combination with other information. 
However, even if Cookies are not 
personal information for a transferor in 
this sense, if the Cookies is transferred 
to a third party transferee and would be 
personal information for the transferee 
as it holds other information and the 
individual related to the Cookies can 
be identified by reference to such other 
information (e.g., the Cookies are a history 
of website browsing that suggests the 
individual's activity behaviour, preference 
of goods or services, or otherwise usable 
for profiling, and the transferee would use 
the Cookies for targeted advertising, or 
assessment of application for job position 
or financial services, among other things), 
this will be a transfer of person-related 
Information and will thus be subject to the 
consent requirements referred to above.

Transfer of personal data to a 
third party in a foreign country
Subject to limited exemptions, data 
transfers by a PIH of personal data to a 
third party in a foreign country is subject 
to extensive requirements in addition to 
those generally applicable to transfers 
of personal data; the following additional 
requirements apply from 1 April 2022:

• If the transfer is done on the basis 
of the data subject's consent to the 
cross-border transfer, the transferor 
must provide the data subject 
with the following information:

 ◦ the name of the country the 
transferee is in irrespective of 
which country the data is to 
be stored in (but if the data is 
stored in another country, it is 
desirable to say which country);

 ◦ information about the foreign 
country's data protection laws 
which is obtained by appropriate 
and reasonable means.

The PPC has highlighted that 
information about the foreign country's 
data protection laws means the 
essential difference between the 
data protection standards under the 
foreign country's data protection 
law as compared to the Amended 
APPI, meaning whether each of the 
eight principles of the Organisation 
for Economic Co-operation and 
Development ('OCED') Council 
recommendation on 23 September 
1980 is satisfied and whether there are 
any systems that materially affect data 
subjects' rights or interest (such as the 
foreign government's broad access 
to personal information or mandatory 
data localisation requirements against 
data subject's rights to be deleted. 

The PPC suggested that appropriate 
and reasonable means should not be 
too detailed as to be too onerous to the 
transferor, but still informative enough 
for data subjects to judge whether to 
give consent, and the transferor is not 
required to check the perfect details of 
the transferee country's data protection 
law but only required to reasonably 
check the protection level (e.g., ask 
the transferee or check websites of 
the country's data protection authority) 
and published their own investigation 
reports of such information about a 
limited number of major jurisdictions so 
that the burden of data transferors to 
obtain such information by themselves. 

This includes information about 
data security measures taken by 
the transferee, or if, at the time of 
obtaining the consent the above is 
not available (i.e., transferee’s country 
is not identified), then, instead of the 
information previously mentioned, the 
reason why it is not, and any other 
information that may be helpful to the 
data subject; or then the reason why it 
is not. If the transfer is allowed without 
the data subject's consent because the 
transferee has established a level of 
protection of personal data equivalent 
to that under the Amended APPI, the 
transferor must continue ensuring the 
transferee maintains that protection 
level through periodical checks, by 
appropriate and reasonable means of:

• the status of the transferee's 
implementation of the 
protection measures; and 

• the foreign country's law which may 
affect the transferee's implementation 
of the protection measures, and if it 
becomes difficult for the transferee to 
implement the protection measures:

 ◦ take necessary and 
appropriate measures and 

 ◦ discontinue data transfer 
to the transferee.
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making their decisions based on Trust, of which Environmental,

Social, and Governance principles like climate change and diversity
& inclusion are critical elements. Organisations across the globe are 

quickly adopting ESG principles and need a central way to track,
measure, and report on their ESG goals and initiatives. 

Get the latest ESG and Sustainability news and insights from the
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International: The E in ESG

Rather than a separate, disjointed 
sphere or only in the aftermath of a 
natural disaster, the idea of thinking 
about the environment as an integral 
part of the economy gained importance 
over the last decades. At this point, 
it would be inconceivable to reflect 
upon economic growth without 
including considerations about 
climate risks, water, temperatures, 
and carbon emissions, to just name 
a few. The significance and urgency 
of these challenges contained 
within the E component bear a 
heavy weight on assessing current 
corporate agendas and thinking 
about (more) sustainable avenues.

What falls under the E?
The E encompasses a broad variety 
of factors connected to the natural 
world, which are condensed into 
measurable parameters to help 
understand environmental risks 
and ways to mitigate them. More 
specifically, the first ESG pillar 
covers concepts around climate 
change mitigation and adaptation, 

as well as the environment more 
broadly, including the preservation 
of biodiversity, pollution prevention, 
water use, and circular economy.

Why does the E matter?
From a practical perspective, the 
E within ESG matters to the public, 
employers and employees alike, as 
well as investors on the assessment 
of an entity's perspective vis-à-
vis environmental challenges and 
sustainability. The E becomes a 
pivotal point in holding public and 
private bodies accountable to their 
own and global commitments across 
the different E-performance areas.

Zooming out and thinking more 
critically about its global implications, 
the E component is crucial in 
international commitments, both 
regulatory and voluntary, on climate 
and sustainability to build and 
foster a climate-neutral, resilient, 
resource-efficient, and fair economy. 
Thereby, the E goes hand in hand 
with more theoretical questions 

on environmental justice, fractures 
along the Global North-Global South 
divide, and material exploitation.

What are the current issues at stake 
and challenges going forward?
Proactive and innovative 
approaches to the E
Without an adequate strategy which 
values the environment in its own right 
rather than a mere add-on, a prepared 
attitude to anticipate environmental 
disruptions, and robust mitigation 
procedures in place, public and private 
bodies can face sanctions, prosecution, 
and reputational damage, which can in 
turn lead to detrimental consequences 
on the shareholder value. In particular, 
reputational damage can occur when 
companies neglect environmental 
considerations or when they contribute 
to, or even initiate, environmentally 
detrimental operations.

On the flipside, entities that promote 
environmental goals as a key-part to 
their business ventures and invest in 
research and development concerning 

The Environmental, Social, and Governance ('ESG') factors function as a general 
framework to measure, monitor, and assess how private and public bodies incorporate 
environmental and social considerations into their business functions. The Environmental 
('E') in ESG, however, deals more specifically with the interaction with natural resources 
and spaces, as well as the impact on the environment, both in direct corporate 
operations and across supply chains. This Insight article constitutes part one of a three-
part series on ESG and summarises the key-issues related to the E in ESG.

energy sources and efficiency, 
re- and up-cycling strategies, as 
well as resource management and 
ESG-friendly technology can benefit 
from it in terms of brand reputation. 
Phenomena like 'greenwashing', 
however, have gained foot in the 
corporate world, meaning that some 
corporations manage their reputation 
with the financial community, 
regulators, and the public so as to hide 
negligence of or a negative impact 
on E-related issues, to obscure the 
nature of problematic practices, and 
re-distribute blame, while seeking and/
or maintaining a leadership position.1

The spectrum of approaches to 
the E is vast and expanding with 
a world evermore connected 
and future-oriented.

Uncertainty and global 
approaches to the E
From a legal angle, in the last decades, 
we could observe the emergence 
of a regional patchwork system with 
diverging terminology, benchmarks, 
indices, and policies defining issues 
and solutions to environmental risks 
and threats. The lack of a global 
response on a regulatory level, rather 
than solely on a voluntary basis, 
poses a fundamental challenge 
to a harmonised and efficiently 
monitored approach to the E in 
ESG, although a rise in mandatory 
reporting can be observed in some 
countries, as for example in the UK.

Uncertainty and cultural changes
With rising temperatures and resulting 

imbalances in the ecosystem, natural 
disasters, like floods, heatwaves, 
wildfires, and hurricanes, are expected 
to occur more and more frequently 
than currently, which creates an 
atmosphere of uncertainty and danger. 
In response, an increasing interest in 
the environment and focus on climate-
friendly practices has led to the 
emergence of a culture of sustainability 
and environmental awareness, which 
seems to progressively cut across 
various layers of organisations and 
companies, as well as society writ 
large. The E becomes a standard, 
value, and commitment – a shift which 
is also resulting from cultural and 
societal trends in the perception of 
the human impact on the earth and 
ethical questions around responsibility 
towards our surroundings.

How does E relate to 
ESG more broadly?
Together with the other two factors, 
the E sets out a risk-based approach 
to actual and potential environmental 
challenges, particularly focusing 
on problem-solving, mitigation, and 
prevention strategies. Thereby, the 
E slots into ESG in that E-related 
initiatives raise awareness on the 
detrimental interactions between the 
human and nature, while also promoting 
environmentally friendly solutions. As 
the S and the G, the E does not have a 
specific timeframe; instead, it operates 
across the short, middle, and long term.

The ESG components converge 
into the goal of sustainable finance 
which promotes economic growth, 

whilst also taking into account the 
environment, social, and governance 
aspects. Further, the concept of 
transparency serves as a basis 
to assess risks and mitigate them 
through an adequate governance of 
corporate and financial actors.2

Conclusion
In summary, this Insight article only 
scratches the surface of an array of 
issues, challenges, and solutions 
related to the 'Environmental' 
component of ESG. The management 
of environmental factors has become 
an essential factor in promoting a 
public or private body's agenda which 
values and acknowledges ESG. The 
E and all it stands for is no longer an 
afterthought, but a driving factor when 
strategising, planning, and making 
environmentally ethical decisions.

Marianna Patat Editor
mpatat@onetrust.com

1. See: Laufer, W.S. Social Accountability 
and Corporate Greenwashing. Journal 
of Business Ethics 43, 253–261 (2003). 
https://doi.org/10.1023/A:1022962719299
2. See: https://ec.europa.eu/info/
business-economy-euro/banking-
and-finance/sustainable-finance/
overview-sustainable-finance_en



2020

2019

2021

2018

2017

2016

APR 22 The Paris Agreement opens for signature at UN 
Headquarters in New York.

JAN
The Talanoa Dialogue is formally launched.

NOV 7

COP22 takes place in Marrakech, Morocco 
COP22 focused on climate finance-related initiatives, with a decision reiterating 
that developed countries should continue mobilising climate finance from a 
variety of sources, with public funds contributing to the previously agreed 
US$100 billion annual target by 2020. 

DEC 2 - 14

COP24 takes place in Katowice, Poland. 
The Katowice climate package is agreed, containing operational guidance on 
the Paris Agreement, including information about domestic mitigation and 
other climate goals and activities that governments will provide in their NDCs, 
and how to conduct the Global Stocktake which will assess the overall 
progress towards the Paris Agreement. 

JUN 12

UK Government lays draft order amending the Climate Change Act 2008
The UK Government lays the draft Climate Change Act 2008 (2050 Target 
Amendment) Order 2019 to amend the Climate Change Act 2008 by introducing 
a target for at least a 100% reduction of greenhouse gas emissions (compared to 
1990 levels) in the UK by 2050. The Order came into force on 27 June 2019.

NOV 4
The Paris Agreement enters into force.

JUN 27France announces legislation to reach net-zero 
greenhouse gas emissions by 2050. 

New Zealand amends law and sets target to reduce net 
carbon emissions to zero by 2050.

JUN 15
Sweden becomes the first country to significantly strengthen 
its climate targets by setting a 2045 net zero target through 

the Swedish Climate Act 2017.

OCT 6
The Intergovernmental Panel on Climate Change ('IPCC') approves the Special 

Report on Global Warming of 1.5 °C, which discusses reducing net zero globally 
around 2050 in the context of 1.5 °C and 2 °C pathways.

DEC 2 - 13 COP25 takes place in Madrid, Spain. 
The aim of COP25 was to finalise the rules of Article 6 of the Paris Agreement 
relating to the rules of future international carbon markets and other forms of 
voluntary international cooperation. No agreement was reached.

JUN 4
Hungary sets a law-binding target to reach net-zero emissions by 2050.

DEC 18
The EU updates its first Nationally Determined Contribution ('NDC').

OCT 26 Japan pledges to achieve net-zero emissions by 2050. Similarly, South Korea 
President pledged that South Korea would reach carbon-neutrality by 2050

FEB 19 the US officially re-joins the Paris Agreement after President Joe Biden pledged 
to make climate change a top priority.

DEC 12

The Paris Agreement is adopted
The Paris Agreement is adopted by 196 Parties at the twenty-first session 

of the Conference of the Parties (COP) ('COP21'). The goal of the Paris 
Agreement is to limit global warming to well below 2 °C, preferably to 1.5 

°C, compared to pre-industrial levels which requires countries to reach 
global peaking of greenhouse gas emissions as soon as possible to 

achieve a climate neutral world by mid-century.

SEP 22China, the world's largest emitter, announces its ambition 
to become carbon neutral before 2060.

JAN 19
The United States Court of Appeals for the D.C. Circuit unanimously 

struck down the US Environmental Protection Agency's proposed 
replacement of the Obama-era Clean Power Plan.

OCT 31
COP26 takes place in Glasgow, Scotland, UK

NOV 4The US becomes the first country to officially 
withdraw from the Paris Agreement.

NOV 13

European Green Deal 
The European Commission presents the European Green Deal which is the 

bloc's most ambitious attempt to date to counter climate change. All 27 
Member States—except Poland—back it.

DEC 11

United Nations Climate Change Conference

COP21 - COP26: Key Events

OneTrust ESG

OneTrust ESG

Learn More about 
OneTrust ESG 
with a Demo

CONTACT US

To learn more, visit the 
OneTrust DataGuidance ESG 
Portal

VISIT DATAGUIDANCE

IN
FO

G
RA

PH
IC

20
20

20
19

20
21

20
18

20
17

20
16

AP
R 

22
Th

e 
Pa

ris
 A

gr
ee

m
en

t o
pe

ns
 fo

r s
ig

na
tu

re
 a

t U
N

 
H

ea
dq

ua
rte

rs
 in

 N
ew

 Y
or

k.

JA
N

Th
e 

Ta
la

no
a 

D
ia

lo
gu

e 
is

 fo
rm

al
ly

 la
un

ch
ed

.

N
OV

 7

CO
P2

2 
ta

ke
s 

pl
ac

e 
in

 M
ar

ra
ke

ch
, M

or
oc

co
 

C
O

P2
2 

fo
cu

se
d 

on
 c

lim
at

e 
fin

an
ce

-re
la

te
d 

in
iti

at
iv

es
, w

ith
 a

 d
ec

is
io

n 
re

ite
ra

tin
g 

th
at

 d
ev

el
op

ed
 c

ou
nt

rie
s 

sh
ou

ld
 c

on
tin

ue
 m

ob
ilis

in
g 

cl
im

at
e 

fin
an

ce
 fr

om
 a

 
va

rie
ty

 o
f s

ou
rc

es
, w

ith
 p

ub
lic

 fu
nd

s 
co

nt
rib

ut
in

g 
to

 th
e 

pr
ev

io
us

ly
 a

gr
ee

d 
U

S$
10

0 
bi

llio
n 

an
nu

al
 ta

rg
et

 b
y 

20
20

. 

DE
C 

2 
- 1

4

CO
P2

4 
ta

ke
s 

pl
ac

e 
in

 K
at

ow
ic

e,
 P

ol
an

d.
 

Th
e 

Ka
to

w
ic

e 
cl

im
at

e 
pa

ck
ag

e 
is

 a
gr

ee
d,

 c
on

ta
in

in
g 

op
er

at
io

na
l g

ui
da

nc
e 

on
 

th
e 

Pa
ris

 A
gr

ee
m

en
t, 

in
cl

ud
in

g 
in

fo
rm

at
io

n 
ab

ou
t d

om
es

tic
 m

iti
ga

tio
n 

an
d 

ot
he

r c
lim

at
e 

go
al

s 
an

d 
ac

tiv
iti

es
 th

at
 g

ov
er

nm
en

ts
 w

ill 
pr

ov
id

e 
in

 th
ei

r N
D

C
s,

 
an

d 
ho

w
 to

 c
on

du
ct

 th
e 

G
lo

ba
l S

to
ck

ta
ke

 w
hi

ch
 w

ill 
as

se
ss

 th
e 

ov
er

al
l 

pr
og

re
ss

 to
w

ar
ds

 th
e 

Pa
ris

 A
gr

ee
m

en
t. 

JU
N

 1
2

UK
 G

ov
er

nm
en

t l
ay

s 
dr

af
t o

rd
er

 a
m

en
di

ng
 th

e 
Cl

im
at

e 
Ch

an
ge

 A
ct

 2
00

8
Th

e 
U

K 
G

ov
er

nm
en

t l
ay

s 
th

e 
dr

af
t C

lim
at

e 
C

ha
ng

e 
Ac

t 2
00

8 
(2

05
0 

Ta
rg

et
 

Am
en

dm
en

t) 
O

rd
er

 2
01

9 t
o 

am
en

d 
th

e C
lim

at
e 

C
ha

ng
e 

Ac
t 2

00
8 b

y 
in

tro
du

ci
ng

 
a 

ta
rg

et
 fo

r a
t l

ea
st

 a
 1

00
%

 re
du

ct
io

n 
of

 g
re

en
ho

us
e 

ga
s e

m
is

si
on

s 
(c

om
pa

re
d 

to
 

19
90

 le
ve

ls
) i

n 
th

e 
U

K 
by

 2
05

0.
 T

he
 O

rd
er

 c
am

e 
in

to
 fo

rc
e 

on
 2

7 
Ju

ne
 2

01
9.

N
OV

 4
Th

e 
Pa

ris
 A

gr
ee

m
en

t e
nt

er
s 

in
to

 fo
rc

e.

JU
N

 2
7

Fr
an

ce
 a

nn
ou

nc
es

 le
gi

sl
at

io
n 

to
 re

ac
h 

ne
t-z

er
o 

gr
ee

nh
ou

se
 g

as
 e

m
is

si
on

s 
by

 2
05

0.
 

N
ew

 Z
ea

la
nd

 a
m

en
ds

 la
w

 a
nd

 s
et

s 
ta

rg
et

 to
 re

du
ce

 n
et

 
ca

rb
on

 e
m

is
si

on
s 

to
 z

er
o 

by
 2

05
0.

JU
N

 1
5

Sw
ed

en
 b

ec
om

es
 th

e 
fir

st
 c

ou
nt

ry
 to

 s
ig

ni
fic

an
tly

 s
tre

ng
th

en
 

its
 c

lim
at

e 
ta

rg
et

s 
by

 s
et

tin
g 

a 
20

45
 n

et
 z

er
o 

ta
rg

et
 th

ro
ug

h 
th

e 
Sw

ed
is

h 
C

lim
at

e 
Ac

t 2
01

7.

O
CT

 6
Th

e 
In

te
rg

ov
er

nm
en

ta
l P

an
el

 o
n 

C
lim

at
e 

C
ha

ng
e 

('I
PC

C
') 

ap
pr

ov
es

 th
e 

Sp
ec

ia
l 

R
ep

or
t o

n 
G

lo
ba

l W
ar

m
in

g 
of

 1
.5

 °C
, w

hi
ch

 d
is

cu
ss

es
 re

du
ci

ng
 n

et
 z

er
o 

gl
ob

al
ly

 
ar

ou
nd

 2
05

0 
in

 th
e 

co
nt

ex
t o

f 1
.5

 °C
 a

nd
 2

 °C
 p

at
hw

ay
s.

DE
C 

2 
- 1

3
CO

P2
5 

ta
ke

s 
pl

ac
e 

in
 M

ad
rid

, S
pa

in
. 

Th
e 

ai
m

 o
f C

O
P2

5 
w

as
 to

 fi
na

lis
e 

th
e 

ru
le

s 
of

 A
rti

cl
e 

6 
of

 th
e 

Pa
ris

 A
gr

ee
m

en
t 

re
la

tin
g 

to
 th

e 
ru

le
s 

of
 fu

tu
re

 in
te

rn
at

io
na

l c
ar

bo
n 

m
ar

ke
ts

 a
nd

 o
th

er
 fo

rm
s 

of
 

vo
lu

nt
ar

y 
in

te
rn

at
io

na
l c

oo
pe

ra
tio

n.
 N

o 
ag

re
em

en
t w

as
 re

ac
he

d.

JU
N

 4
H

un
ga

ry
 s

et
s 

a 
la

w
-b

in
di

ng
 ta

rg
et

 to
 re

ac
h 

ne
t-z

er
o 

em
is

si
on

s 
by

 2
05

0.

DE
C 

18
Th

e 
EU

 u
pd

at
es

 it
s 

fir
st

 N
at

io
na

lly
 D

et
er

m
in

ed
 C

on
tri

bu
tio

n 
('N

D
C

').

O
CT

 2
6

Ja
pa

n 
pl

ed
ge

s 
to

 a
ch

ie
ve

 n
et

-z
er

o 
em

is
si

on
s 

by
 2

05
0.

 S
im

ila
rly

, S
ou

th
 K

or
ea

 
Pr

es
id

en
t p

le
dg

ed
 th

at
 S

ou
th

 K
or

ea
 w

ou
ld

 re
ac

h 
ca

rb
on

-n
eu

tra
lit

y 
by

 2
05

0

FE
B 

19
th

e 
U

S 
of

fic
ia

lly
 re

-jo
in

s 
th

e 
Pa

ris
 A

gr
ee

m
en

t a
fte

r P
re

si
de

nt
 J

oe
 B

id
en

 p
le

dg
ed

 
to

 m
ak

e 
cl

im
at

e 
ch

an
ge

 a
 to

p 
pr

io
rit

y.

DE
C 

12

Th
e 

Pa
ris

 A
gr

ee
m

en
t i

s 
ad

op
te

d
Th

e 
Pa

ris
 A

gr
ee

m
en

t i
s 

ad
op

te
d 

by
 1

96
 P

ar
tie

s 
at

 th
e 

tw
en

ty
-fi

rs
t s

es
si

on
 

of
 th

e 
C

on
fe

re
nc

e 
of

 th
e 

Pa
rti

es
 (C

O
P)

 ('
C

O
P2

1'
). 

Th
e 

go
al

 o
f t

he
 P

ar
is

 
Ag

re
em

en
t i

s 
to

 li
m

it 
gl

ob
al

 w
ar

m
in

g 
to

 w
el

l b
el

ow
 2

 °C
, p

re
fe

ra
bl

y 
to

 1
.5

 
°C

, c
om

pa
re

d 
to

 p
re

-in
du

st
ria

l l
ev

el
s 

w
hi

ch
 re

qu
ire

s 
co

un
tri

es
 to

 re
ac

h 
gl

ob
al

 p
ea

ki
ng

 o
f g

re
en

ho
us

e 
ga

s 
em

is
si

on
s 

as
 s

oo
n 

as
 p

os
si

bl
e 

to
 

ac
hi

ev
e 

a 
cl

im
at

e 
ne

ut
ra

l w
or

ld
 b

y 
m

id
-c

en
tu

ry
.

SE
P 

22
C

hi
na

, t
he

 w
or

ld
's 

la
rg

es
t e

m
itt

er
, a

nn
ou

nc
es

 it
s 

am
bi

tio
n 

to
 b

ec
om

e 
ca

rb
on

 n
eu

tra
l b

ef
or

e 
20

60
.

JA
N

 1
9

Th
e 

U
ni

te
d 

St
at

es
 C

ou
rt 

of
 A

pp
ea

ls
 fo

r t
he

 D
.C

. C
irc

ui
t u

na
ni

m
ou

sl
y 

st
ru

ck
 d

ow
n 

th
e 

U
S 

En
vi

ro
nm

en
ta

l P
ro

te
ct

io
n 

Ag
en

cy
's 

pr
op

os
ed

 
re

pl
ac

em
en

t o
f t

he
 O

ba
m

a-
er

a 
C

le
an

 P
ow

er
 P

la
n.

O
CT

 3
1

C
O

P2
6 

ta
ke

s 
pl

ac
e 

in
 G

la
sg

ow
, S

co
tla

nd
, U

K

N
OV

 4
Th

e 
U

S 
be

co
m

es
 th

e 
fir

st
 c

ou
nt

ry
 to

 o
ffi

ci
al

ly
 

w
ith

dr
aw

 fr
om

 th
e 

Pa
ris

 A
gr

ee
m

en
t.

N
OV

 1
3

Eu
ro

pe
an

 G
re

en
 D

ea
l 

Th
e 

Eu
ro

pe
an

 C
om

m
is

si
on

 p
re

se
nt

s 
th

e 
Eu

ro
pe

an
 G

re
en

 D
ea

l w
hi

ch
 is

 th
e 

bl
oc

's 
m

os
t a

m
bi

tio
us

 a
tte

m
pt

 to
 d

at
e 

to
 c

ou
nt

er
 c

lim
at

e 
ch

an
ge

. A
ll 

27
 

M
em

be
r S

ta
te

s—
ex

ce
pt

 P
ol

an
d—

ba
ck

 it
.

DE
C 

11

Un
ite

d 
N

at
io

ns
 C

lim
at

e 
Ch

an
ge

 C
on

fe
re

nc
e

CO
P2

1 
- C

O
P2

6:
 K

ey
 E

ve
nt

s

O
ne

Tr
us

t E
SG

O
ne

Tr
us

t E
SG

Le
ar

n 
M

or
e 

ab
ou

t 
O

ne
Tr

us
t E

SG
 

w
ith

 a
 D

em
o

C
O

N
TA

C
T

 U
S

To
 le

ar
n 

m
or

e,
 v

is
it 

th
e 

On
eT

ru
st

 D
at

aG
ui

da
nc

e 
ES

G 
Po

rta
l

VI
SI

T 
DA

TA
GU

ID
AN

CE

2020

2019

2021

2018

2017

2016

APR 22 The Paris Agreement opens for signature at UN 
Headquarters in New York.

JAN
The Talanoa Dialogue is formally launched.

NOV 7

COP22 takes place in Marrakech, Morocco 
COP22 focused on climate finance-related initiatives, with a decision reiterating 
that developed countries should continue mobilising climate finance from a 
variety of sources, with public funds contributing to the previously agreed 
US$100 billion annual target by 2020. 

DEC 2 - 14

COP24 takes place in Katowice, Poland. 
The Katowice climate package is agreed, containing operational guidance on 
the Paris Agreement, including information about domestic mitigation and 
other climate goals and activities that governments will provide in their NDCs, 
and how to conduct the Global Stocktake which will assess the overall 
progress towards the Paris Agreement. 

JUN 12

UK Government lays draft order amending the Climate Change Act 2008
The UK Government lays the draft Climate Change Act 2008 (2050 Target 
Amendment) Order 2019 to amend the Climate Change Act 2008 by introducing 
a target for at least a 100% reduction of greenhouse gas emissions (compared to 
1990 levels) in the UK by 2050. The Order came into force on 27 June 2019.

NOV 4
The Paris Agreement enters into force.

JUN 27France announces legislation to reach net-zero 
greenhouse gas emissions by 2050. 

New Zealand amends law and sets target to reduce net 
carbon emissions to zero by 2050.

JUN 15
Sweden becomes the first country to significantly strengthen 
its climate targets by setting a 2045 net zero target through 

the Swedish Climate Act 2017.

OCT 6
The Intergovernmental Panel on Climate Change ('IPCC') approves the Special 

Report on Global Warming of 1.5 °C, which discusses reducing net zero globally 
around 2050 in the context of 1.5 °C and 2 °C pathways.

DEC 2 - 13 COP25 takes place in Madrid, Spain. 
The aim of COP25 was to finalise the rules of Article 6 of the Paris Agreement 
relating to the rules of future international carbon markets and other forms of 
voluntary international cooperation. No agreement was reached.

JUN 4
Hungary sets a law-binding target to reach net-zero emissions by 2050.

DEC 18
The EU updates its first Nationally Determined Contribution ('NDC').

OCT 26 Japan pledges to achieve net-zero emissions by 2050. Similarly, South Korea 
President pledged that South Korea would reach carbon-neutrality by 2050

FEB 19 the US officially re-joins the Paris Agreement after President Joe Biden pledged 
to make climate change a top priority.

DEC 12

The Paris Agreement is adopted
The Paris Agreement is adopted by 196 Parties at the twenty-first session 

of the Conference of the Parties (COP) ('COP21'). The goal of the Paris 
Agreement is to limit global warming to well below 2 °C, preferably to 1.5 

°C, compared to pre-industrial levels which requires countries to reach 
global peaking of greenhouse gas emissions as soon as possible to 

achieve a climate neutral world by mid-century.

SEP 22China, the world's largest emitter, announces its ambition 
to become carbon neutral before 2060.

JAN 19
The United States Court of Appeals for the D.C. Circuit unanimously 

struck down the US Environmental Protection Agency's proposed 
replacement of the Obama-era Clean Power Plan.

OCT 31
COP26 takes place in Glasgow, Scotland, UK

NOV 4The US becomes the first country to officially 
withdraw from the Paris Agreement.

NOV 13

European Green Deal 
The European Commission presents the European Green Deal which is the 

bloc's most ambitious attempt to date to counter climate change. All 27 
Member States—except Poland—back it.

DEC 11

United Nations Climate Change Conference

COP21 - COP26: Key Events
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Chile: Bill to reform Chilean 
data protection law - Key 
provisions and updates

By Rodrigo León Lawyer
rleon@silva.cl
SILVA, Santiago

Gabriella Burgos Herrera Lawyer
gburgos@silva.cl
SILVA, Santiago

The highly anticipated Bill No. 11144-
07 Regulating the Processing and 
Protection of Personal Data and 
Creating the Personal Data Protection 
Authority ('the Bill'), which contains a 
new legal framework for data privacy in 
Chile, has been approved by the Senate 
and sent to the Chamber of Deputies 
for its urgent discussion. The Bill was 
presented before the Senate in 2017, 
and later merged with Bill No. 11092-07 
in order to replace Law No. 19.628 on 
the Protection of Private Life 1999 ('the 
Data Protection Law'), Chile's outdated 
and highly criticised data privacy law.

The proposed Bill incorporates many 
aspects of the General Data Protection 
Regulation (Regulation (EU) 2016/679) 
('GDPR') and other international 
standards on the subject, in an effort 
to modernise Chile's privacy and 
data protection regulations. Rodrigo 
León and Gabriella Burgos Herrera, 
from SILVA, discuss key provisions of 
the Bill, including challenges the Bill 
will have to face in its near future.

Background
Given the urgent discussion notice on 
the Bill and some recent developments, 
such as the incorporation of the right 

to data protection in the Political 
Constitution of the Republic of 
Chile in 2018, the reform of Law No. 
19.496 which Establishes Rules on 
the Protection of Consumer Rights 
('the Consumer Protection Law') 
that granted the National Consumer 
Service ('SERNAC') certain faculties 
regarding consumers' data privacy, 
and a statement given by Chile's new 
Minister Secretary General of the 
Presidency, it is expected that the 
Bill will be enacted as law during this 
year, without prejudice to a statutory 
vacancy period of 25 months.

Key provisions of the Bill
Some of the most relevant aspects 
of the Bill relate to the following:

• New legal bases for data processing, 
such as the execution of a contract 
or of pre-contractual measures, or 
the legitimate interest of the data 
controller or a third party, provided 
that such processing does not affect 
the rights and freedoms of the data 
subject and if it is required by law, 
are incorporated into the Bill. In 
the current legal landscape, the 
data subject's consent is the main 
basis for data processing; however, 

broad exceptions are expressly 
stated by the Data Protection 
Law, such as the processing for 
direct marketing purposes and 
the processing of data obtained 
from publicly available sources.

• When the data processing is based 
on the data subject's consent, it 
is stated that said consent must 
be free, informed, and specific 
regarding its purposes, and be 
expressed unequivocally.

• The special categories of biometric, 
georeferencing, health-related, and 
biological data, among others, are 
introduced. The Bill also dedicates 
an Article to the processing of 
children's personal data.

• On a similar note, new bases for 
the processing of sensitive data 
are incorporated in addition to 
the data subject's consent.

• The principles of lawfulness, purpose, 
proportionality, minimisation, 
quality, accountability, security, 
transparency, and confidentiality are 
expressly recognised by the Bill.

• The Bill introduces a chapter on 
international data transfers, a subject 
not currently regulated by Chilean 
law. This chapter states that personal 
data can be transferred to entities in 
countries that provided an adequate 
level of data protection, when the 
transfer is subjected to appropriate 
legal safeguards or binding corporate 
rules ('BCRs'), and with the data 
subject's consent, among others. 
The Bill also proposes a rule to 
determine when a country offers an 
adequate level of data protection.

• New obligations for data controllers 
are established, such as the duty of 
security and to report data breaches.

• The Bill also distinguishes between 
personal data transfers and 
assignments, establishing legal 
requirements for said operations.

• The Bill grants new rights for data 
subjects, such as the right to 
data portability and to object to 
automated personal assessments.

• The figure of the data protection 
officer ('DPO') is introduced.

• An Agency for the Protection of 
Personal Data as the data protection 
authority ('the Agency') is created.

Introduction of a data 
protection authority
The creation of the Agency is probably 
one of the most anticipated reforms, 
since as of today, Chile does not 
have a specialised authority for data 
privacy matters, said functions mainly 
pertaining to courts and, recently 
introduced, to the SERNAC.

In accordance with the creation 
of the Agency, new administrative 
procedures for the enforcement of 
the new data privacy landscape are 
created, as well as new penalties and 
sanctions, including the suspension 
of operations and data processing 
activities to the data controller by a 
certain period of time. This significantly 
changes the current scenario, since 
one of the most criticised aspects 
of the current law is that the lack of 
strong sanctions for its violations 
and the fact that any claims must be 
presented before ordinary courts, 
hinders the data subjects' possibilities 
to effectively enforce their rights.

The Bill also incorporates a new 
National Registry for Compliance 

and Penalties, and enables data 
processors to qualify for data 
privacy compliance certifications.

Conclusion: Challenges going forward
As stated above, the Bill encompasses 
many of the current trends in data 
privacy, creating a more suitable 
legal framework regarding the 
subject; however, if the Bill is 
enacted, some conflict between 
the newly created Agency and 
the SERNAC is foreseeable, given 
the latter's attributions regarding 
consumers' personal data.

Finally, it must be stated that Chile is 
currently in the process of drafting a 
new Constitution, which is expected 
to be voted on in the following 
months and could eventually radically 
affect the future of the Bill and 
the general principles within it.
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Germany: New Ordinance 
on automated and 
autonomous vehicles

By Dr. Stepfanie Hellmich Partner
stefanie.hellmich@luther-lawfirm.com
Luther Rechtsanwaltsgesellschaft 
mbH, Frankfurt

By Dr. Christian Rabe Senior Associate
christian.rabe@luther-lawfirm.com
Luther Rechtsanwaltsgesellschaft 
mbH, Hamburg

The Autonomous Driving Act of 
July 12, 2021 ('the Autonomous 
Driving Act') has created the basic 
prerequisites for enabling numerous 
new business models for autonomous 
driving on public roads in Germany. 

What is still missing to complete the 
legal framework for autonomous driving 
is the enactment of the legal ordinance 
on the regulation of the operation of 
motor vehicles with automated and 
autonomous driving functions and 
on the amendment of road traffic 
regulations ('the Ordinance'), which was 
passed by the German Government on 

23 February 2022. The Federal Council 
still has to approve the Ordinance.

The Autonomous Driving Act and 
the Ordinance serve to establish 
legal certainty for the use of 
autonomous, driverless systems 
in road traffic in accordance with 
level 4 of the Society of Automotive 
Engineers ('SAE') classification.

The Ordinance provides for a three-
stage procedure: the first stage is 
the granting of type approval by the 
Federal Motor Transport Authority 
('KBA'), which is followed by the 
second stage, the registration of the 
vehicle for the defined operating area 
by the competent state authority. 
The third stage is the actual road 
registration through the allocation 
of a number plate and the issuing 
of the vehicle documents.
The core of the Ordinance 
is the regulation of:

• the technical requirements 
for autonomous cars and the 
determination of the KBA 
as the central authority for 
issuing operating permits;

• the approval of the autonomous 

cars for a defined operating area 
by the competent authorities; and

• the requirements and due diligence 
regulations for persons involved in 
the operation of autonomous cars.

Annex I (Requirements for autonomous 
cars), Annex II (Data storage) and 
Annex III (Documentation obligations 
of the manufacturer) serve to specify 
the technical and organisational 
requirements for autonomous 
cars and their operation based 
on the current state of the art.

Operating permit as a 
basic requirement 
The Ordinance clarifies that an operating 
permit is the basic prerequisite 
for the operation of autonomous 
cars in public spaces, which the 
manufacturer must apply for from 
the KBA as the central authority. 

The manufacturer's application must 
contain a binding declaration that the 
autonomous car meets the functional 
requirements set out in Annex I of 
the Ordinance and that it has verified 
the safety of the autonomous driving 
function in accordance with the 
safety concept for functional safety. 

In addition, the manufacturer must 
submit the operating manual, the 
safety concept for functional safety, 
the concept for safety in IT, and the 
functional description of the motor 
vehicle to the KBA for inspection. The 
verification of compliance with the 
requirements of Articles 24, 25, and 
32 of the General Data Protection 
Regulation (Regulation (EU) 2016/679) 
('GDPR') and the content of the 
Data Protection Impact Assessment 
('DPIA') shall be carried out by the 
data protection supervisory authority 
responsible for the vehicle manufacturer.

The Ordinance requires that the 
vehicle must detect other road users, 
uninvolved third parties, animals and 
objects in its vicinity, and carry out a 
risk assessment on the basis of the 
detection and with regard to all legal 
assets affected. This risk assessment 
must evaluate the detected behavior, 
make a prediction about further 
behaviour and movements, and carry 
out as result of the risk assessment a 
suitable driving maneuver, in particular 
braking or evasive maneuvers. 

The assessment must be based 
on the ethical guidelines that the 

Enabling the operation of vehicles with autonomous driving functions ('autonomous cars') 
in defined operating areas represents the next step towards introducing automated, 
autonomous, and connected vehicles into regular operation on public roads.
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legislator has adopted in the German 
Road Traffic Act ('StVG') with regard 
to the recommendation of the Ethics 
Commission on Automated and 
Connected Driving on so-called 
dilemma situations (Section 1(e)(2) 
No. 2): The technical equipment of 
the vehicle must have an accident 
avoidance system that is designed to 
avoid and reduce damage, takes into 
account the importance of the legal 
interests in the event of unavoidable 
alternative damage to different 
legal interests, with the protection 
of human life having the highest 
priority, and does not provide for any 
further weighting based on personal 
characteristics (e.g., age of the 
victim) in the event of an unavoidable 
alternative risk to human life. 

Not all rules elaborated by the Ethics 
Commission have been codified into 
the Road Traffic Act, so for example 
the rule that general programming 
to mitigate the number of personal 
injury claims may be justifiable is 
not codified. It therefore remains 
open how according questions 
are to be assessed within the risk 
analysis, which has to be part of the 
legally required safety concept. 

The Ordinance describes the 
conditions under which the operating 
permit is to be granted, revoked, or 
suspended by the KBA and assigns 
verification and market surveillance 
tasks and powers to the KBA. 

Specified operating areas create 
controllable framework conditions 
for autonomous driving
The Ordinance clarifies that 
autonomous cars may only be 
operated in specified operating 
areas and thus creates controllable 
framework conditions for the 
use of autonomous cars. 

The definition of the operating area 
made by the vehicle owner must be 
approved by the competent federal 
or state authority. The application of 
the vehicle owner must specifically 
describe the operating area and 
contain a declaration that the 
requirements, which the Ordinance 
places on the vehicle owner and the 
technical supervisor (the person who 
can deactivate the motor vehicle 
during operation and release driving 
maneuvers for the vehicle), are fulfilled. 

The requested permit for an operating 
area can only be granted if it is suitable 

for the operation of an autonomous 
car and the personnel and material 
requirements under the Ordinance 
are met. The last stage of the 
three-tier procedure regulates the 
approval of autonomous vehicles. 

The prerequisites are a valid operating 
permit, a valid permit for a specified 
operating area, and the existence of 
a motor vehicle liability insurance. 
Requirements are specified for the 
manufacturer to ensure that the 
vehicle owner has the necessary 
documents to fulfill their obligations. 

The manufacturer must prepare 
certain documents in order to prove 
and document the safety of the 
autonomous driving function (e.g. 
repair and maintenance information, 
safety concept for functional 
safety, and safety in IT, etc.).

High requirements for the vehicle 
owner and technical supervision
The vehicle owner must inspect the 
vehicle every 90 days to ensure road 
safety, environmental compatibility, 
and compliance with the applicable 
regulations. In addition, the owner must 
employ qualified and reliable personnel 
who can take over the technical and 
organisational requirements. If they 
do not assume the tasks of a technical 
supervisor, they must provide the 
necessary material requirements 
for the supervisor to be able to 
perform their tasks (e.g. monitors 
to establish visual contact with the 
vehicle's surroundings, communication 
systems to establish contact with 
passengers and other road users). 

The requirements for a person in 
terms of suitability for technical 
supervision are specified. The 
appointed person must have a 
sufficient level of education, have 
successfully completed training, be 
reliable, and have a driver's license. 

Regulation of (personal) 
data processing
The Road Traffic Act already provides 
which vehicle and environmental 
data shall be stored and in which 
circumstances. The Ordinance now 
specifies an exemplary data format 
for each date and the incidents for 
storage. In line with the legally required 
principles of data minimisation and data 
economy the focus is on investigating 
incidents when the autonomous driving 
function reaches its limits and/or human 
intervention becomes necessary. 

The German Lawyers' Association 
has criticised the fact that the 
owner might have to store the very 
extensive, in part, sensitive data, 
from which movement profiles can 
be formed, 'during operation' of the 
motor vehicle - i.e. for every journey 
and not just on an ad hoc basis. 

Annex II states that the data must be 
recorded 'during operation' on the one 
hand and 'on the occasions specified in 
Section 1g (2) StVG' on the other hand.
Overall, the regulations remain 
contradictory. However, it follows 
from the data storage requirements 
described in Appendix I that no 
data storage shall take place 
during an autonomous drive in 
the specified operating area that 
occurs without an incident.

The data must only be processed by 
the competent authorities for verifying 
compliance with the conditions of 
the authorisation and the fulfillment 
of the monitoring obligations 
associated with the authorisation. 

Automotive
Portal

Data protection is becoming increasingly important
in the automotive sector and organisations must understand
the general data protection and cybersecurity rules that apply

as well as specific requirements across key topics, including
connected vehicles, autonomous driving, telematics, and more.

Get the latest news and comparisons for the automotive sector with the

OneTrust DataGuidance Automotive Portal.
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California: 2022 CPRA updates 
and key dates for businesses

Recent CPRA updates
Since the passing of the CPRA, 
businesses have had some time to 
consider its provisions and think about 
what they need to be doing to prepare 
for its operative date. We also saw other 
key developments, for example with the 
appointment of the California Privacy 
Protection Agency ('CPPA') Executive 
Director, Ashkan Soltani, on 4 October 
2021, and several meetings of the CPPA 
Board were held on a range of topics. 

Most recently, the CPPA Board 
initiated a public consultation on 
22 September 2021 on proposed 
rulemaking under the CPRA, which 
ended on 8 November 2021, and the 

results of the public consultation were 
released on 13 December 2021. 
The topics discussed in the 
consultation included:

• processing posing significant 
risks to consumers;

• automated decisionmaking;
• audits by the CPPA Board;
• matters around consumer rights;
• information to be provided in response 

to a consumer request to know; and
• matters around definitions 

and categories of information 
and activities.

Extended timeline for CPRA rulemaking
In this respect, the CPPA Board was 

initially expected to release new 
regulations by July 2022. However, 
the CPPA Board met on 17 February 
2022 to discuss additional matters, 
and this July 2022 date has been 
pushed back to later in 2022. 

On this matter, Odia Kagan, Partner 
and Chair of GDPR Compliance and 
International Privacy at Fox Rothschild 
LLP, stated that "the announcements 
said Q3 or Q4 [of 2022] which would 
leave companies with not much time 
to implement any new information or 
recommendations promulgated". 

With this in mind, albeit some additional 
time in place before these CPRA 

On 28 June 2019 the California Consumer Privacy Act of 2018 ('CCPA') was signed into law 
and later entered into effect on 1 January 2020. Subsequently, on 3 November 2020, the 
California Privacy Rights Act of 2020 ('CPRA') was passed, stipulating several amendments 
to be made to the CCPA, with an operative date of 1 January 2023, though many of its 
provisions will be applicable to personal information collected from 1 January 2022. 

OneTrust DataGuidance highlights some of the key updates surrounding the CPRA, and outlines some 
key dates for businesses to have in mind.

regulations are released, Kagan gave 
some insight into what businesses can 
be doing to prepare while they wait, 
noting that they should "look at the 
provisions of the law itself, coupled 
with knowledge of how these things 
are implemented in other jurisdictions, 
for example under the General Data 
Protection Regulation (Regulation (EU) 
2016/679) ('GDPR'), and use that to 
formulate a risk mitigation strategy".

CPRA and employee data
One notable aspect of the CPRA that has 
been widely discussed is the application 
of its provisions to employee data. 

Currently, there is a moratorium on the 
provisions of the CCPA in its applicability 
to employee data, although this is set 
to expire in 2023, at which point the 
new provisions of the CPRA would 
be applicable to personal information 
collected in the employment context 
by organisations. Nevertheless, 
there are certain considerations 
that businesses should be making, 
with some discussion around these 
dates that may prove relevant. 

As a further explanation, Kagan outlined 
that "unless anything changes, the 
employee data carve out will phase 
out on 1 January 2023. There are bills 
suggesting to change this, but with 
them [there are] already statements 
from plaintiff's attorneys [stating] that 

they will challenge this amendment as 
not being in line with the limitations on 
amending the CPRA (due to the fact that 
it was passed as a ballot initiative)".
Kagan went on to detail some 
considerations to be made, noting that 
"[b]usinesses would do well to prepare 
for this change as it may require a lot 
of organisational heavy lifting – Do 
you know where all your employee 
data is? Are all the service providers 
involved ready to provide you with the 
data? What about the habits of your HR 
teams – is there content/comments in 
the HR files that would be better not to 
include and require a process change?".

Conclusion
Thus, with the shortening timeline 
for businesses to prepare, while still 
awaiting additional new regulations 
on the CPRA and simultaneously 
considering the applicability of 
provisions to employee data and what 
that will look like, there is still quite some 
work to be done. In this regard, Kagan 
stated that "the CPRA is going into effect 
in 2023. Shockingly, it's already March of 
2022. Businesses should make an action 
itemised prioritised list of CPRA priorities 
and start working through them… now!".

With some general best practices to 
have in mind to do this, Kagan noted 
that it is important for companies to 
prioritise, and to do so while keeping 
in mind the "nature of the data" and 

to "start with the more sensitive and 
numerous first, with the more consumer 
facing first and with the processes 
that would take the longest first. 
[Businesses should m]ake a plan and 
start working through it consistently".

What will be left is to now await 
further discussions from the 
CPPA on CPRA rulemaking, with 
meetings expected to be held in 
later months, and the new CPRA 
regulations being highly anticipated 
in the final two quarters of 2022.

Iana Gaytandjieva Lead Privacy Analyst
igaytandjieva@onetrust.com

Comments by:
Odia Kagan Partner and Chair of GDPR 
Compliance and International Privacy
okagan@foxrothschild.com
Fox Rothschild LLP, Philadelphia
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Japan: Overview of 
amended APPI

By Atsushi Okada Partner
atsushi.okada@mhm-global.com
Mori Hamada & Matsumoto, Tokyo

The Act on the Protection of Personal 
Information (Act No. 57 of 2003 
as amended in 2015) ('APPI') is the 
principal data protection legislation 
in Japan. Its enforcement and 
application are supervised by the 
Personal Information Protection 
Commission ('PPC'). In June 2020, 
the National Diet of Japan enacted 
the Amended Act on the Protection 
of Personal Information (Act No. 57 
of 2003 as amended in 2020) ('2020 
Amendments') which has major impacts 
on private businesses. In May 2021, 
the National Diet enacted the 2021 

amendment to the APPI which has had 
major impacts on the government and 
public entities. Most of the amended 
APPI (excluding provisions applicable 
to local governments) will be in full 
effect by 1 April 2022. The PPC also 
finalised amendments to subordinate 
regulations (i.e. (i) the Cabinet Order 
to Enforce the APPI ('the Cabinet 
Order'); and (ii) the Enforcement 
Rules for the APPI ('the Enforcement 
Rules')) as well as guidelines in 2021. 
Atsushi Okada, xx from xx provides 
an overview of the key provisions 
introduced by the amended APPI.

Restriction on cross-border transfers
In principle, the APPI requires a 
transferor to obtain the prior consent 
of the data subjects to transfer 
their personal data to a third party 
located in a foreign country. The data 
subjects' consent to overseas data 
transfers is not necessary if any of 
the following conditions are met:

• the foreign country is specified 
in the Enforcement Rules as a 
country having a data protection 
regime with a level of protection 
equivalent to that of Japan;

• the data importer has a system 
of data protection which meets 
the standards prescribed 
by the Enforcement Rules 
('Equivalent Measures'); or

• certain other exceptional 
circumstances.

As regards the first point, at the 
time of publication, the Enforcement 
Rules have listed only European 
Economic Area ('EEA') countries and 
the UK as such foreign countries.

In regards to the second point, 
under the Enforcement Rules, the 
standards of the data protection 
system that a data importer must 
meet are either of the following:

• there is assurance, by appropriate 
and reasonable methodologies (e.g. 
contracts or intra-group privacy 
policies), that the data importer will 
treat the disclosed personal data 
in accordance with the principles 
of the requirements for handling 
personal data under the APPI; or

• the data importer has been 
certified under an international 
arrangement, recognised by 

the PPC, regarding its system of 
handling personal data. To date, the 
only PPC-recognised international 
arrangement is the APEC Cross 
Border Privacy Rules System.

The amended APPI requires a 
business to provide more information 
to data subjects in case of cross-
border transfers, while data transfers 
to EEA countries or the UK remain 
exempt from such new regulations. 
Therefore, each company's privacy 
notice should be reviewed for 
compliance with the amended APPI.

In the case of a transfer of personal 
data based on the data subjects' 
consent, the amended Enforcement 
Rules require the following information 
to be provided to data subjects 
before obtaining consent:

• the name of the country to 
which data will be exported;

• the data protection rules and 
regulations of the country to which 
data will be exported; and

• the safeguards to be taken by 
the data importer to protect 
personal information.

If the data exporter does not 
obtain a consent and relies instead 
upon the Equivalent Measures, 
then it must do the following:

• take necessary actions to ensure 
that the data importer has in place 

continuous security measures to 
protect personal data, i.e. (i) periodic 
confirmation (at least once a year) 
of the status of the handling of 
personal data by the data importer 
as well as the existence and outline 
of a system in the foreign country 
that might affect implementation 
of the Equivalent Measures; and 
(ii) measures to be taken if a 
problem arises with the proper 
handling of personal data, including 
suspension of the data provision 
if it becomes difficult to cause 
the continuous implementation of 
the Equivalent Measures); and

• upon the request of data subjects, 
provide information regarding 
respective actions taken (such as 
the name of the foreign countries, 
the safeguards to be taken by the 
data importer to protect personal 
information, and the existence 
and outline of the foreign system 
that may affect the implementation 
of the Equivalent Measures).

When a business provides data 
subjects with information on the data 
protection rules and regulations of 
the destination countries, it would be 
useful to refer to the research result 
published by the PPC in January 
20221. This research covers the data 
protection regulations of 31 foreign 
countries and areas: Australia, Brazil, 
Cambodia, Canada, China, Hong 
Kong, India, Indonesia, Laos, Malaysia, 
Mexico, Myanmar, New Zealand, the 

Philippines, Russia, Singapore, South 
Korea, Switzerland, Taiwan, Thailand, 
Turkey, Ukraine, the United Arab 
Emirates (federal, Abu Dhabi Global 
Market, Dubai Healthcare City, and 
Dubai International Financial Centre), 
the United States (federal, Illinois, 
California, and New York), and Vietnam.

Breach notification
The amended APPI introduces 
mandatory obligations to report data 
breach incidents to the PPC and 
notify the affected data subjects.
In this regard, the Enforcement 
Rules provide that the following 
four categories are considered data 
breaches (including the likelihood 
thereof) subject to mandatory 
reporting/notification (a threshold is 
not required except for the last item):

• breach of sensitive information 
(called 'special care-required 
personal information);

• risk of financial damage 
of data subject;

• breach caused by wrongful intent 
(such as unauthorised access); and

• large number (more than 1,000 data 
subjects) of breach occurrences.

As for reporting to the PPC, 
the Enforcement Rules 
provide for two steps: 

• the preliminary report, which only 
includes an overview of the data 
breach must be made 'promptly' 
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(within three to five days, although 
it depends on the individual case, 
according to the guidelines); and

• the definitive report, which 
includes the causes of the breach 
and recurrence prevention 
measures must be made within 
a specific deadline (30 days; 
in case of a breach caused by 
wrongful intent, 60 days).

Notification to the affected data 
subjects should be made 'promptly', 
although the Enforcement Rules do 
not provide a specific timeframe.

Pseudonymisation
The amended APPI introduces 
the concept of 'Pseudonymously 
Processed Information' (i.e. personal 
information processed in a manner that 
can only identify the specific individual 
by collation with other information), 
which looks somewhat similar to 
that of the General Data Protection 
Regulation (Regulation (EU) 2016/679) 
('GDPR'). The scope of exemptions 
applicable to pseudonymisation will 
include obligations with regard to 
data subject rights and data breach 
notification. Further, internal utilisation 
of pseudonymously processed 
information will be permitted beyond 
the original purpose of use published 
or notified to data subjects.

The Enforcement Rules provide 
the standards for producing 
pseudonymised information as follows, 
deleting: (i) all or part of a description 
that can identify a specific individual 
contained in personal information; (ii) 
all of individual identification codes 
contained in personal information; and 
(iii) a description contained in personal 
information that is likely to cause 
financial damage due to improper use.

Restriction on provision to 
a third party (and potential 
cookies regulation)
The existing regulation under the APPI 
states that the provision of personal 
data to third parties generally requires 
the consent of the data subject unless 
certain exceptions apply. Whether such 
personal data transfer restrictions apply 
has been understood to be determined 
by whether the discloser can identify 
an individual, while the recipient's 
ability to do so has been irrelevant.

New regulations on the transfer 
of 'Individual-related Information' 

were introduced by the amended 
APPI in order to establish at least 
certain restrictions in cases where 
the discloser cannot identify 
an individual but the recipient 
may identify an individual.

Individual-related information is 
information that is related to a 
living individual and that does not 
constitute either personal information, 
pseudonymously processed 
information, or anonymously processed 
information. For example, if a discloser 
cannot identify a specific individual 
from cookies (either alone or by virtue 
of being readily combined with other 
data it owns) and only the recipient 
may identify a specific individual, then 
such cookies are individual-related 
information from the discloser's 
perspective. Such third-party transfer 
constitutes a transfer of individual-
related information (not personal data).

In the case of a transfer of individual-
related information, the discloser is 
required to confirm that consent has 
been obtained by the recipient if it is 
anticipated that the recipient receives 
the data in the form of personal data 
to identify an individual. The PPC 
guidelines indicate that the recipient 
should obtain consent and the discloser 
is only required to confirm that fact 
by a method such as receiving a 
declaration from the recipient, although 
the discloser may obtain consent on 
behalf of the recipient on the condition 
that the recipient shall ensure that 
the consent is obtained properly.

Additional elements to be 
published for personal data
The amended Cabinet Order requires 
a business to disclose measures taken 
to ensure the security management 
of personal data (excluding measures 
that are likely to hinder the security 
control by making such information 
available to data subjects). It is not 
necessary to include such information 
in a privacy notice and is permitted to 
make such disclosure without delay 
upon the request of data subjects. 

Typical disclosure examples in the 
PPC guidelines include, for example, 
establishment of a basic policy and 
internal rules for processing personal 
data as well as organisational, 
personnel, physical, and technical 
security safeguards. Further, 
according to the guidelines, if a 

business processes personal data 
in a foreign country, it is required to 
make available to data subjects the 
name of foreign countries where 
personal data is processed. It is also 
recommended to explain the personal 
information protection system of such 
foreign countries to data subjects.

1. See: https://www.ppc.go.jp/personalinfo/legal/kaiseihogohou/#gaikoku
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France: Whistleblowing reforms

Amendments
Scope and definitions
The Law makes several crucial changes 
to France's current whistleblowing-
related legislation. For example, the 
definition of a whistleblower is amended 
so that instead of the requirement to act 
'in a disinterested manner and in good 
faith', whistleblowers will have to act 
'without direct financial compensation 
and in good faith' in order to be afforded 
protection. Furthermore, such definition 
is expanded to include attempts to 
conceal a violation amongst the acts 
which, when reported/publicly disclosed, 
may grant whistleblower status.

Moreover, while there was previously 
a strict requirement for a whistleblower 
to have 'personal knowledge' of 
the act being reported, this will no 
longer be required in cases where the 
individual is reporting on facts that have 
occurred or are likely to occur within the 
organisation, that they have become 
aware of in the course of their professional 
activities. The scope of protection 
has also been extended to cover:

• 'facilitators', meaning individuals or 
non-profits that help a whistleblower 
make a report/disclosure;

• individuals with a connection to 
the whistleblower, who may suffer 
as a result of reprisals; and

• entities that are controller by the 
whistleblower, that they work 
for, or which they are related to 
in a professional context.

Reporting processes
The Law provides that individuals 
who obtain relevant information in the 
course of their professional activities 
may report this information internally, 
in particular when they consider that 
it is possible to effectively remedy 
the violation in this way and they are 
not exposed to any risk of reprisal in 
doing so. The professional activities 
which are covered by this include:

• employees and ex-employees 
who have obtained the information 
within the framework of the 
employment relationship;

• individuals who have applied 
for employment at the relevant 
organisation, when such 
information was obtained within 
the context of the application;

• shareholders, associates, and holders 
of voting rights within the general 
meetings of the organisation;

• members of the administrative, 
managerial, or supervisory body;

• external and occasional 
collaborators; and

• co-contractors, sub-contractors, or 
members of the relevant administrative, 
managerial, or supervisory body 
of the co-contractors or sub-
contractors, as well as their staff.

In line with this, the Law requires 
that all organisations with at least 50 
employees will be required to establish 
internal procedures for collecting and 
processing whistleblower reports 
(subject to some narrow exceptions for 
certain public sector bodies). Otherwise, 
reports may be made to a direct/indirect 
supervisor, the employer, or a designated 
referee. Furthermore, per the Directive, 
organisations employing less than 250 
individuals may share resources for the 
collecting and processing of reports 
(in compliance with an implementing 
decree to be issued in the future).

Notably, the Law abolishes the general 
requirement for an internal report to 
be made prior to any external report, 
when sent to the following authorities:

• to a competent authority as determined 

The President of France promulgated, on 21 March 2022, Law No. 2022-401 aimed at 
Improving the Protection of Whistleblowers ('the Law')1, transposing the Directive on 
the Protection of Persons who Report Breaches of Union Law (Directive (EU) 2019/1937) 
('the Directive') into French national law. This Insight discusses the Law and the key 
changes it will bring to the legal framework for whistleblowing in France.

by the aforementioned future decree;
• to the Defender of Rights;
• to the judicial authority; or
• to an institution, body, office, or agency 

of the EU competent to collect breaches 
within the scope of the Directive.

The Law also expands on the 
circumstances when an individual may 
make a public disclosure as a protected 
whistleblower; for example, when 
sending an external report to one of the 
authorities listed above would expose 
the reporter to the risk of reprisal or if this 
would make it not possible to effectively 
remedy the subject of the disclosure (i.e. 
if evidence relating to the report may be 
concealed/destroyed, or if the individual 
making the report has serious grounds 
for believing the authority may have a 
conflict of interests). A public disclosure 
may also be made following an external 
report, if no appropriate measure is 
taken in response to such report.

With regards to confidentiality, this is now 
required not only for the whistleblower 
themselves and the person in regards to 
whom a report is submitted, but also for 
any third parties mentioned in the report.

Anonymous whistleblowers
The Directive provides that Member 
States may decide whether legal 
entities in the private and public sectors 
and competent authorities should 
be required to accept and follow up 
on anonymous reports of breaches. 
On this matter, the Law confirms that 
organisations will not be required to follow 
up on internal or external reports made 
anonymously. However, if a report of 

public disclosure is made anonymously 
and the whistleblower's identity is 
subsequently revealed, such individual 
will be afforded protected status.

Reprisals
The Law adds to the pre-existing 
protections against reprisals, providing 
that whistleblowers who make reports 
or public disclosures may not be 
held liable for damages caused as a 
result of their reporting/disclosure, 
when they had reasonable grounds 
to believe, in doing so, that such 
reporting/disclosure was necessary to 
safeguard the interests in question.

Moreover, the Law adds to the 
list of prohibited reprisals against 
whistleblowers. The full list of 
prohibited reprisals now includes:

• suspension or lay-off;
• demotion or refusal of promotion;
• transfer of functions, change of 

workplace, reduction of salary, or 
modification of working hours;

• suspension of training;
• negative performance evaluation 

or work certificate;
• disciplinary measures, reprimands, 

or other sanctions, including 
financial sanctions;

• coercion, intimidation, 
harassment, or ostracism;

• discrimination, disadvantageous, 
or unfair treatment;

• non-conversion of a fixed-term or 
temporary contract into permanent 
employment, when the employee 
has legitimate expectations of such;

• non-renewal or early termination of 

a fixed-term/temporary contract;
• damage, including reputational 

damage, particularly in a public online 
context, or financial loss (including 
financial loss or loss of income);

• blacklisting, on the basis of a formal 
or informal agreement at the branch/
sector level, which may negatively 
impact the individual's chances of 
employment in that sector/industry;

• early termination or cancellation of a 
contract for goods or services; and

• cancellation of a licence/permit.

Finally, the Law increases the civil fine 
for any abusive court action against 
a whistleblower to €60,000.

Conclusion
While the deadline of 17 December 2021 
for transposing the Directive has now 
passed, the definitive adoption and 
promulgation of the Law nevertheless 
introduces a suite of changes to the 
rules for whistleblowing in France, 
bringing the national framework closer 
to EU standards. The Law will enter into 
force six months after the date of its 
promulgation, i.e. 21 September 2022.

Troy Boatman Editor
tboatman@onetrust.com

1. See: https://www.legifrance.gouv.
fr/jorf/id/JORFTEXT000045388745 
(only available in French).
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Tell us a bit about your 
job role and how you have 
progressed in your career?
I am currently a Partner with the 
Australian law firm Holding Redlich, 
where I am part of our corporate 
team specialising in the areas of 
technology, communications, and data. 

I have a broad ranging practice, 
including advising corporates 
regarding compliance with competition, 
consumer protection, and privacy 
laws relating to telecommunications, 
technology, and ad tech, as well as 
assisting clients in making submissions 
to Government consultation 
processes on regulatory reform. 

I also have significant experience 
in acting in the negotiation 
of complex technology and 
communications transactions. 

Prior to joining Holding Redlich, I was 
the General Counsel at the Australian 
Department of Communications. I 
had an amazing experience while I 
was there. This included working on 
the rollout of the national broadband 
network, which is the publicly owned 
communications infrastructure 
network that provides services to 
almost all Australians, as well as in 
the reform of our telecommunications, 
broadcasting, and spectrum legislation. 

During the time I worked in the 
Department, data and privacy issues 
were increasingly impacting all the areas 
that we provided policy advice to the 
Australian Government on, whether 
it was the involvement of foreign 
communications companies in the rollout 
of telecommunications infrastructure, 
the increasing collection and use of data 
by technology companies, or even in 
relation to the protection of Government 
data by ICT service providers.

The trend has been even more 
apparent since I have returned to 
private practice. It is almost impossible 
to provide advice to clients in the areas 
of technology and communications 
without considering data issues, 
whether related to collection, use, 
or sharing of data, or the protection 
of data. As a result, my practice has 

increasingly included advising clients in 
relation to these types of data issues.

What alternative job would you 
have if you had not gone into law?
I'm sure most people respond to this 
question by saying that they always 
knew they wanted to be a lawyer, 
but that was not the case with me. 

Although I am very glad that ultimately 
I did choose law, the other serious 
option I considered at university was 
studying to be an air traffic controller!

What do you love about your job, 
and what do you find challenging?
What I love and what I find challenging 
is the same thing – which is the 
constant change, both in terms 
of technology and in regulation 
(though regulation always lags 
behind technology advances). 

I think many people tend to forget how 
quickly particular types of technology 
and services have been embraced 
by both business and consumers and 
how quickly products move forward. 

For example, smart phones are now 
ubiquitous – but this development 
has occurred over a very short period, 
noting the first iPhone was only 
released in 2007. And the future looks 
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even more interesting – with ongoing 
developments in artificial intelligence, 
machine learning, and in other areas.

Regulation has struggled to keep up 
with technology changes, although it 
is evolving. In Australia, we have seen 
our legislators and regulators take 
more action to protect consumers, 
while at the same time seeking to 
ensure that economic growth is 
supported, for example, through 
implementing regimes for the safe 
sharing of data, and that the technology 
sector is encouraged to grow.

It is both a challenge to keep 
up to date with these reforms 
but a great experience to help 
clients achieve their goals within 
evolving regulatory frameworks! 

Where is your favourite 
place on earth?
Argengo, which is a small town on 
Lake Como in Italy. From anywhere 
in the town you have amazing views 
of the gorgeous lake, and it has great 
restaurants and lovely people. It is 
also an easy trip to the fantastic city 
of Milan. What more could you want?
 
Who would play you in a 
film about your life?  
As I'm Australian and we have so 
many wonderful Australian actors, 
I would have to say Cate Blanchett. 
She is an amazingly versatile 
actor, so I'm sure she would do a 
great job of playing a lawyer!

What is your favourite book?
On the Beach by Nevil Shute. Although 
Nevil Shute is actually a British author 
(he emigrated to Australia), I've 
always thought of this as a classic 
Australian novel. It tells the story of a 
number of different people who find 
themselves in Melbourne at the end 
of the world. Although it might sound 
depressing, and it certainly is in parts, 

it is also inspirational in showing how 
individuals can keep their essential 
humanity and care for one another 
even in the worst of circumstances.

What is some advice you would give 
to others starting off in your industry?
Understand technology! I cannot stress 
this enough. It is almost impossible to 
properly advise clients on technology 
or data issues, whether it is in relation 
to regulatory compliance, procurement 
of services, or the negotiation of 
transactions, unless you have a 
technical understanding of the 
relevant technology that is involved. 

I would also recommend considering 
time working either within government 
or in a regulator. As more and more 
laws and regulations are implemented 
governing the technology sector and 
data management, an understanding 
of government and regulator 
processes is invaluable in the work of 
a lawyer. It also provides a practical 
lens through which to consider 
public policy issues, which lawyers 
sometimes forget – though this have a 
significant impact on the development 
and enforcement of regulation.

Who is your inspiration?
I don't think I could point to any one 
person, it is really a combination of 
different people through my life. For 
example, when I was at university, 
Australia appointed its first female High 
Court judge, Mary Gaudron. She was a 
true inspiration to me, as well as I think 
many other Australian law students 
and lawyers. Ms Gaudron came from 
fairly humble beginnings and faced 
significantly more discrimination than 
women in the law do today but her 
fierce intellect ensured her success. 
And she certainly paved the way for 
other female lawyers to succeed.

And, of course, I would be remiss if 
I did not mention my husband. He 

has been an inspiration for many 
years! He has always been super 
supportive of everything that I have 
done and has cheered me on time 
and time again. I couldn't have found 
a better person to spend my life with.

Read Angela's latest Guidance 
Note, Australia - Employee 
Monitoring, as well as her collection 
of insight articles on the OneTrust 
DataGuidance platform today.
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